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ABSTRACT

This paper presents a study on the implementa-
tion of the BB84 protocol in traditional systems
for quantum key distribution (QKD). The work
focuses on the simulation of photon transmis-
sion and reception over a quantum channel, us-
ing information reconciliation algorithms such as
LDPC. The security parameters are validated ac-
cording to ETSI GS QKD 005 V1.1.1 [1]] and
ETSI GS QKD 008 V1.1.1 [2]. The results
demonstrate the effectiveness of the proposed
methods to ensure the security of quantum in-
formation transmission, providing a solid foun-
dation for future research in quantum cybersecu-
rity.
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I INTRODUCTION

Quantum cryptography has emerged as a promis-
ing technology for securing communication, tak-
ing advantage of the fundamental properties of
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quantum mechanics. Unlike classical cryptog-
raphy, which is based on the computational
complexity of mathematical problems, quantum
cryptography offers security based on unbreak-
able physical laws. Among the various protocols
developed, the BB84 protocol stands out as the
first and most widely studied quantum key distri-
bution (QKD) scheme.

The BB84 protocol uses quantum particles,
such as photons, to securely transmit informa-
tion between two parties, typically named Alice
and Bob. The security of the protocol is based
on the no-cloning theorem, which prevents per-
fect copying of an unknown quantum state. This
means that any attempt to eavesdrop on the com-
munication channel will be detectable by the in-
troduction of errors.

Information reconciliation is a critical com-
ponent in QKD, necessary to correct discrepan-
cies between Alice’s and Bob’s keys due to noise
and measurement errors. Error correction codes,
such as LDPC (Low-Density Parity-Check), are
fundamental in this process, allowing efficient
error detection and correction.

This work focuses on the implementation of
the BB84 protocol in traditional systems, sim-
ulating the sending and receiving of photons



through a quantum channel. In addition, infor-
mation reconciliation algorithms, such as LDPC,
are used to ensure the integrity of the final key.
The validity of the implementation is verified ac-
cording to ETSI GS QKD 005 V1.1.1 and ETSI
GS QKD 008 V1.1.1, which set standards for the
theoretical security and practical implementation
of QKD.

I THEORETICAL FRAMEWORK

For this research, it is necessary to define some
concepts related to technology and applied the-
ory:

A QUANTUM CRYPTOGRAPHY

Quantum cryptography uses the principles of
quantum mechanics to secure the transmission
of information. Unlike classical methods, which
rely on the computational difficulty of certain
mathematical problems, quantum security is
based on fundamental physical properties such as
superposition and quantum entanglement. This
makes it possible to detect any interception at-
tempt due to the inevitable perturbation of quan-
tum states [3].

B PROTOCOL BB84

The BB84 protocol, proposed by Bennett and
Brassard in 1984, is one of the best known
schemes for quantum key distribution (QKD).
This protocol uses four polarized quantum states
to represent bits of information. The selection
of measurement bases is random, and the secu-
rity of the protocol derives from the no-cloning
principle, which states that an unknown quantum
state cannot be copied without error [4].

C INFORMATION RECONCILIA-
TION

In a QKD system, errors can arise due to device
imperfections and channel noise. Information

reconciliation is the process by which the partic-
ipants in a quantum communication (Alice and
Bob) correct these errors to obtain an identical
key. Error correction codes, such as LDPC (Low-
Density Parity-Check) codes, are crucial tools in
this process. LDPC allows error correction with
high efficiency, minimizing the amount of infor-
mation to be exchanged publicly [3].

D LDPC ALGORITHM (LOW
DENSITY PARITY CHECK)

LDPC codes are a class of error correction codes
used in various digital communication appli-
cations, including information reconciliation in
QKD. These codes are characterized by a low-
density parity check matrix, which means that
most of the matrix elements are zeros. This al-
lows efficient coding and decoding, especially in
channels with high error rate [6].

III GOALS

A GENERAL

Develop a simulated communication channel for
symmetric key distribution supported by quan-
tum computing and cybersecurity.

B SPECIFIC

* Perform a literature survey on quantum
computing, Heisenberg’s uncertainty prin-
ciples, quantum key distribution protocols
and implementations of these protocols.

* Design an algorithm that simulates a com-
munication channel according to the BB84
protocol.

* Perform the implementation of the de-
signed algorithm in the Python program-
ming language.



* Validate the security parameters met by the
implementation of the BB84 protocol al-
gorithm according to ETSI GS QKD 005
V1.1.1 (2010-12).

IV RESULTS

The results obtained show that the use of LDPC
algorithms in information reconciliation allows
high secure transmission rates to be achieved,
even in conditions of significant noise. The val-
idation of the security parameters according to
ETSI standards confirms the robustness of the
system against potential attacks. In addition, lim-
itations of the current approach were discussed
and possible improvements for future implemen-
tations were suggested.

V CONCLUSION

The implementation of the BB84 protocol using
LDPC algorithms for information reconciliation
is a viable solution for secure quantum key distri-
bution. This study provides a solid foundation for
the development of more advanced quantum cy-
bersecurity systems, highlighting the importance
of following international standards to ensure in-
formation security.
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